GO Quick Guide

Accessing GO With an RSA Soft Token

The Global OpenNet (GO) system can be accessed with an RSA Soft Token that is uploaded to a
BlackBerry device. Once properly set up, users will utilize 1) their OpenNet Username and
Password and 2) the PIN generated on the BlackBerry device in conjunction with the Token
passcode to access the GO system. Access to this system must be performed using their desktop
or laptop computer.

NOTE: Only Centrally Managed Department of State BlackBerry devices will be able to
utilize RSA Software.

Global OpenNet (GO) users must provide the following information to access the system:
1. OpenNet Username
2. OpenNet Password
3. RSA or Fob passcode

Before logging into the GO system, it is necessary to follow this preliminary system setup
procedure. Please go through these initial steps before performing any of the procedures that
follow later in this document.

NOTE: Although this “Quick Guide — Accessing GO with an RSA Soft Token™ provides
information for all GO users, for complete instructions on using a Mac system to access
GO, click on the following link: “GO User Guide for Mac™.

1.1. GO System Access and Setup

Steps Screen

1. Access the GO System by opening -
your browser and entering ! v ' U.S. Department of State
http://go.state.gov. On the GO Home N Global Openhet
Page, in the menu on the left side of the 2 G ”
page, select “Required System
Setup”’; which will bring up the
information shown on the right side of o
the screen shown here. - ,

NOTE: For complete instructions on using o 4
a Mac system to access GO, click on the N
following link: “GO User Guide for Mac”.

LLS. Desastmerd of State - Global Openhet
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Steps

Screen

2. Ensure TLS v1.0 is enabled in your
browser. To do this, in Internet
Explorer navigate to "Tools" >
"Internet Options"”, and then select the
"Advanced Tab", and check mark
"Use TLS v1.0" if it is not already
check marked, as shown in the screen
to the right. Click on the “Apply”
button.

All screens are from Windows Internet
Explorer. If you are using Mozilla Firefox,
Google Chrome, or another web browser,
equivalent “Internet Options™ screens with
equivalent ““Advanced” settings can be
displayed.

General | Security | Privacy | Content || Connections | Programs Advanced
Settings

[] Empty Temporary Internet Files Folder when browser is cle a
Enable native ¥MLHTTP support
[§ Phishing Filter

w

?

EENEEC
Co®

*Takes effect after vou restart Internet Explorer

Restore advanced settings ]

‘ou should only use this if your browser is in an unusable state,

Reset Internet Explorer settings

Deletes all temporary files, disables browser
add-ons, and resets all the changed settings,

iﬂ- Some settings are managed by your system administrator,

Ok ] [ Caneel

3. Next, in the same “Internet Options”
window, click on the “Security” Tab,
and in the “Select a zone...” field near
the top, click on the “Local Intranet”
icon, and then click on the “Sites”
button.

Internet Options

G| | Security

GEne| Privacy | Content | Connections | Programs | Advanced

Festricted
sites

T o= |

Trusted sites

Local intranet

‘;} This zone is for all websites that are
0 Found on your intranet,

Security level For this zone
Allawed levels For this zone: all

Medium-low
- Appropriate For websites on your local netwark
{inkranst)
- Mosk content will be run without prompting you
- Unsigned Activel controls will not be downloaded
- Same as Mediun level withaut pronpts

.;@- Sarne setbings are managed by wour syskem adminiskrator,

0K ] [ Cancel
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Steps Screen

4. Next click on the “Advanced” button. Local intranet

| Use the settings below ko define which websites are included in
v the local intranet zone.

Automatically detect inkranet network

What are intranet settifhs? | Advanced | [i Ok ] [ Cancel ]

5. When the “Local Intranet” screen Local intranet X
displays, in the “Add this website to
the zone:” field, type “*.state.gov” and

.‘é ‘ou can add and remove websites From this zone, &l websites in
“* state.sbu” and click the “Add”

this zone will use the zone's security settings,

button for each address. Then select Add this website ko the zone:
“Close”. Click on “OK” and then |
“OK” again, to exit Internet Options. Websites:

* state.gov

* ctake,shu
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Steps

Screen

6. Return to the “Required System
Setup” screen, and under the correct
column, either Windows or MAC,
click on the “Java” (Windows only)
and “Citrix” (Windows and Mac)
items to install them in your system.
Follow the on screen setup instructions
when installing Java and Citrix:

e [nstall Java (www.java.com/
en/download/manual.jsp)

e Install Citrix Plug-In

NOTE to MAC users: to make sure that
pop-up windows are allowed, display the
“Safari’” menu in the browser and
uncheck “Block Pop-Up Windows”. For
detailed Mac instructions, see “GO User
Guide for Mac™.

NOTE: Wait to install “Printing
Software” until after you have successfully
logged in.

U.S. Department of State

Global OpenNet

System Setup and Compatibility

raguires the fello

The Gabal Opanhst System

-
6uar

U5, Dapartmant of Stats - Global Opentiat
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1.2. Log In With an RSA Soft Token (On Your BlackBerry)

1.2.1. Installing an RSA Soft Token on Your BlackBerry
Perform the one-time steps below to install the RSA Soft Token on your BlackBerry device.

NOTE: Exact screens will be determined by the model of BlackBerry device you have;
e.g. in some cases the Download folder referenced below will be the

Applications folder.

Steps

Screen

1. Before logging into the GO System
with your Soft Token, you must
first download the token onto your
BlackBerry device. These steps are
performed one time. After you have
completed the steps in this section,
continue onto Section 2.4.2 below.

0068 1396

2. Navigate to the Downloads folder
on your BlackBerry and open your
Downloads folder.

3. Select the RSA SecurlD icon.

4. Now press the Menu button on the
BlackBerry device—you will then
be asked to accept the license
agreement. Scroll to "Accept" and
press the trackball to accept the
licensing agreement.

July 26, 2012
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Steps Screen

5. Close the RSA application and
open your email inbox on your
BlackBerry device.

6. Open the email message which D 825 2
contains your software token. [ st

| @ Charlotte Brady 6:36p

7. Scroll down to the bottom of the g
email message where the token L i O L
appears. Put your cursor next to the | @Jennifer jefferys 10:12a
token I & Vujasinovic, Vuki 10:12a

8. Press the Menu button on the
BlackBerry device and scroll down @
to select Import Token.

9. Enter the security password that
was given to you in a separate
email.

10. Once the security password is
entered successfully, you have
completed the installation of the
RSA Soft Token on your
BlackBerry device.

NOTE: This security password is
entered only during the initial
installation of the RSA software.
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Steps Screen

11. Whenever you click on the RSA
SecurlD icon (depending upon your
device, located in either the
Downloads or Applications
folder), the RSA software generates
a random number, that you will use
(along with your RSA Soft Token
Pin) to logon to GO.

12. Now please continue on to Section
1.2.2 to create your RSA Soft
Token Pin.

NOTE: The number generated will
display for approximately 60 seconds.
If you need another number, just click
on the RSA SecurID Icon again.

1.2.2. Creating your RSA Soft Token PIN

Once you have performed the one-time procedures in the previous section, you can create the
Personal Identification Number (PIN) for your RSA Soft Token.

Steps Screen

1. Select the RSA icon corresponding to —
your Windows or Mac Operating | ) US.Department of State
SyStem_ \ Global OpenNet

NOTE: For more detailed instructions s <
on using a Mac system to access GO, Ko

click on the following link: “GO User ——
Guide for Mac”.
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Steps

2. Enter your OpenNet Username and
Password.

g U.s. D

Screen
EPARTMENT OF STATI
Giobal OpenNet

User Name Doalx

Openilet Password essessssssss

PIN + Token Code

Sign In

3. Return to your BlackBerry device
and, depending upon your device,
navigate to either the Downloads or
Applications folder. Select the RSA
SecurelD icon and the application
automatically generates a one-time
passcode. This passcode changes
every 60 seconds.

4. Enter this token passcode only into
the “PIN + Token Passcode (RSA)”
field and select Login. Enter this
passcode into the PIN + Token Code
field and select Sign In.

NOTE: Entering your token passcode
without a PIN is valid initially to
create your PIN. Once your PIN is
created, and for all subsequent logons,
you will need to enter the PIN +
passcode as documented in Step 6
below.

u.s. D

User Name ‘DDEJX

F PIN + Token Code |

EPARTMENT Ol

STATTI

Giobal OpenNet

User Name
OpenMet Password

FPIM + Token Code

Jane Doe

kkkkkkkkhkhkx

khkkkkhk

5. You will be prompted to create a new
6 digit PIN. Enter it twice and select
Save PIN.

W o the
Instant Virtual Extranet

L New PIN Required
create 3 ne

You must creat w Personal Identification Number (PIN) before you can sign in. Your PIN should be § characters

n
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Steps Screen

6. Enter your OpenNet Username and

U.S. DEPARTMENT OF STATI
Password and, in the PIN + Token :
Code field, enter the PIN you just Giobal OpenNet
created and the one-time passcode
and select Sign In. User Name | —
Example: If your PIN is 123456 and mts Jamesee |
the passcode displayed is 12345678,

then you would enter
12345612345678 in the PIN + Token

Code field. User Name Jane Doe
. . . o] Met P d kkdkhkkkhhhhs
NOTE: To continue logging in to GO, i
PIN + Token Code ek dededk kokk gk ok

please continue with Section 1.3, Step 5
below.
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1.3. Completing Access to GO with Your RSA Soft Token

To complete access with your RSA Soft Token, you must login with the appropriate PIN and
Token passcode. Perform the steps below to access to the GO System.

Steps

Screen

1. Access the GO System by
opening your browser and
entering http://go.state.qov.

':'“_ n . -
@.\_) - |;;® http: ffgo.state.gov/

3
:
X mrabbroch | T | g }f/

2. Read and accept the system
authorization and consent notice
by selecting | agree.

U.S. Department of State
Global OpenNet

Read This First

Tn order to access. this system you must read and accept the following
> Kiosk Mode roll bar 1

3. Once you click on the “I agree”
button, the “System Login and
Information” screen appears, as
shown on the right. Select the
appropriate icon corresponding
to platform of your RSA Soft
Token.

U.S. Department of State

Global OpenNet

July 26, 2012
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Steps

Screen

4. Enter your OpenNet Username,
Password, and the appropriate
pin plus passcode, , and then
click “Sign In”.

NOTE: For RSA Soft Token:
Enter a numeric, 6-digit PIN + a
numeric 8-digit RSA Soft Token
passcode (as shown on the right).

‘ U.S. DEPARTMENT OF STATI
Giobal OpenNet

User Name DoaJx

Openiet Password _ssssssssssss

PIN + Token Code

User Name Jane Doe
OpenNet Password REXARRERAENRE
PIMN + Token Code ek e e e e ek e e e o

5. When first accessing the GO
System, users are prompted to
enter their Active Directory
(AD) domain. This action must
only be performed once.

Enter your Active Directory
Domain and select Save
Changes.

P ——
P e Wimote S50 Resource

6. You will now see the GO
System Desktop Launch Screen.
Select User Desktop to launch
a remote desktop session.

July 26, 2012
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Steps

Screen

7. Also when first accessing the

GO System, users are prompted

to install the “Juniper
SetupClient.cab” add-on. This
action must only be performed
once. Next, click ""Always™ if
prompted to complete the
installation.

8. The User Desktop will now
launch (the first time may take
up to 5 minutes — be patient!);

thereafter the Desktop may take

up to 30 seconds to display,
depending upon your
connection). You may now
access applications either from

the Start menu or from the User

Desktop itself.

NOTE: The initial GO desktop will

display with only the Recycle Bin.
You may customize by adding

application icons and changing = o
some of your desktop settings as

you would your Windows desktop.
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Steps

Screen

9. Your desktop operates in the
same way as your OpenNet
desktop. Select the Start menu
to display all available
applications.

NOTE: It is very important to Log
Off properly after using the GO
system. Always “Log Off”” using
both Step 10 and Step 11.

10. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off button
in the Start menu (lower
left).

July 26, 2012
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Steps

Screen

11. Second, to end your remote
session, click on the “Log Off”

. — — - L8| Mconnet | Ovcanmiert,
button on the upper right, as i
shown in the figure on the right. | | E==S—-..
A B EF ligr i £
Always use the “Log Off” W PR .. SRR .1 P R
button to terminate a session. T Unae o fiod e 4 7 Ve S o foryow, X
uIc ulage — Accessing with an O oKen

uly Zo,




1.4.Mapping a Network Drive

Your H (Home Directory) network drive should already be available. However, if after following
steps 1 and 2 below to check mapped drives, the additional drives you need do not appear,
proceed with mapping. You will need the correct network drive path. When asked to select a
drive letter, you can select any available letter from I thru Z.

IMPORTANT: Before you attempt to “map” to a network drive, you will need the correct drive
path, which you can obtain while logged on to your office OpenNet computer. To do so, right
click on “My Computer” and then click on “Explore”—the Network Drives will be listed on the
right, with the path included:

Example: If the path shown is:
POL on ‘dosintus.domain.state.sbu\tappublic$\Officeshare$’ (P:)

The network drive path you would type to map your network drive in GO is:
\\dosintus.domain.state.sbu\tappublic$\Officeshare$\POL

SUGGESTION: Once you know the network drive path(s) to your additional office share(s)
etc., you can email yourself your drive path/network share path, and when opening the email up
in GO, you will have the drive path available to copy/paste when mapping your network drive
while in GO. Otherwise, if you are not sure what drive path to use, please obtain the correct path
from your local IRM systems staff or local system administrator, prior to attempting to map to
additional network drives.

NOTE: Drive letters A —H are reserved for system mapping and should not be used.

Steps Screen
1. From your GO published desktop, B cecte bestop Cornection ’
click on “Start”, and then click on f
“Documents.” E et crglorer ;

2 Windaoy g ekt
¥ 25| Microsoft office word 2007 EE B

3 Al Programs
I |Search programs and Files @J Log aff Dl

£ 7start
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Steps

Screen

2. When the screen shown to the
right displays, click on
“Computer”, and a list of
mapped drives will display on the
right side under “Network
Location”. Check to be sure the
drive you require is not already

mapped.

™ Uiser Dexktop - €

aaryce b

; J’ Pessonaariag 60 ymorer 105 e
oA

and click on “Map network

= o e
M teccvec satirge
. - « ”» — I 400
3. Next, right click on “Computer 4 Dowrloads &7 T o ee o 5.2 68

£l Recent Places
+ Metwork Location (173

H ”

&, Local Disk (1) Collapse hirmuser$)s

—a Mew Volume (D) Open in new window

& ChihumCx (iesocg Map netwark drive, .

. = (=TI of o | T =
Gﬂ Metwork
Add a netwark location
Delete
Rename
Properties
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Steps Screen

4. GO should automatically map
users to their Network Drive/
folder that they use at work.
However, if your personal H: drive
is not available, or you wish to

‘f, Map Mebwork Drive ll

O QJ) Map Network Drive

‘What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

connect to additional folders for L [ |
Common Office Files etc" fO”OW Folder: I\\dns\ntus.dn—mam.state‘shu\tappuh\icS\OFfi(sharj I Browse...
these steps: =

e Select adrive letter that has I™ Connect using diferent redentils
not been used (Drlve |ette|’5 A Connect to a Web site that you can use to store your documents and pictures,
— H are reserved for system
mapping and should not be
used when mapping additional =) =N
drives.) ;

e Type in the network path to
the drive on the Folder field
(the path in the screen on the
right, ‘dosintus.do-
main.state.sbu\tappublic$\Offi
cshare’, is only an example).

e Check the “Reconnect at
logon” box if you want this
drive to automatically map
every time you are logged into
GO.

e Then click Finish.

5. Your mapped network drive
should now appear under the L - computar - = 183 [ soorch conpuer
[ N etWO rk I Ocati O n . 7 Qrganize *  System properties  Uninstall or change & program  Map netwark drive  Open Control Panel gi
¢ Favorites * Hard Disk Drives (2)
Bl Deskiop Local Disk (C:) New Yolume ()
% Dovnloads W 35,550 free of S5 6 60 I = rehedTsE

i Recent Places
y + Network Location (2)

B Computer ChhumCy = software (onewashdonadl) (Z:)
= 3 (lesocoeentapiODyrmuserfisadd) (.l
ey Local Disk (Coy -;V I | _;!/ 19.9 GE Free of 48.0 GB

(M tolume (D)
5 ChhumCY (\esocoeen
3 software (Yonewashd

€ Network
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1.5.Connecting to a PST File

In order to connect to a PST file, which is a Personal Folder file (.pst) in Outlook, you should
have available the path to your Network folder and the location of your PST files. The path to
your Network folder may be needed if it was not automatically mapped when accessing GO.

Important: Refer to section “1.4 Mapping a Network Drive” above for information on obtaining
the drive path/network folder path required by using your office Desktop computer. Otherwise

contact your system administrator.

Steps

Screen

1. From your GO Desktop launch
Microsoft Outlook.

2. Click on “Tools” then scroll
down and click on “Account
Settings...”

[ Inbax - Microsoft Outlool

Toals I Actions  Help

File  Edlit  View go[

3 Mew ~ @ :} )( Send/Receive »
- Instant Search »
Mail
Favorite Folders [ Address Book..,  Ctri+Shift+B
a . |
[ Inbox (200 % Organige
LJ‘ Sent Items li} Rules and Alerts...

Mail Folders Out of Office Assistant...

‘QA" Mail Ttems Mailbox Cleanup...

E &5 Mailbox - Chihum, O @ Empty "Deleted Items” Folder

[ Citrix

Files” tab and click on

@ Deleted tems (1) @ Recover Deleted Items..,
27 Drafts [10] Eaorms 3
[Z mbox i200) -
3 INFO ﬁa-:r-:u .3
[ gl Junk E-mail Acounteeing
[ MC —
3. From the “Account Settings”
dialog box, click on the “Data Data Files

Cukblook Data Files

Personal Folders Files (.pst)”
and click “OK” to continue.

“Add...”
‘E-mal  DataFiles | Rss Feeds | Sharepaint Lists | Internet €
o1 Settings... @ Set as Default X Remaw
| Filename
hwm, Charlie x Mot available
4. Highlight the “Office Outlook x|

| I Office Qutlook Personal Folders File (. pst) I

Descripkion

Provides more storage capacity For ikems and folders,
Supparts multilingual Unicode daka, Mot compatible with
Outlook 97, 98, 2000, and 2002,

o]

Zancel |
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Steps

Screen

5. A “Restrictions” warning box
may appear at this point.
Ignore this warning and just
click OK.

x

This operation has been cancelled due to restrictions in effect on this computer. Please contact your
' system administrator,

6. To select an existing PST file
from your home drive, scroll
down and select your mapped
home drive on the left side of
the panel. Once your drive is
selected, you can see all of your
files on the right side of the
panel. Highlight and select your
PST file and click “OK.”

ﬂtreate or Open Dutlock Data File

o"_" (_)Q r.iﬂ + Comp... + ChhumCy (|lesocoeentaplD... = - & I Search ChhumCH ('

Organize v New folder
d Mame ~ | Date mc
i Libraries LM 41j201
[ pocumerts | YMWARE Request 7liafec
,J’. TMusic
| WINDOWS 2/10420
| Pictures
IS ;
B videos 2] BackupEmail gl4/201
(2] | Deltek Time & Expense - Login 10f14j2
'8 Computer 7ls/201

[#l | 8G Enterprise 4.2.1

E_f, Local Disk. (1) alzej2c

" ChhumCy (Yesocoeentapll

[#l| SDFCU Home

lﬂ test

62120
1f27fzc

AT

&1‘ Metwiork
— II‘-‘| MlahDfSs I
| 4

File name: I Persanal Falders{1)

Save as bype: IPersonaI Folders Files

“ Hide Folders Tools =

7. Click “OK” again to accept this
PST file. And finally, click
“Close” to exit.

Personal Folders x|

General |

Marne: IPersunaI Folders

Filename: I H:\Personal Folders({1}).pst

Farmat: I Personal Folders File

e — | Changes the passwqrd used to access
the personal Folder File
Compact N | Reduce_s the size of wour personal
folder file

Camment

Cancel Al
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Steps Screen

8. Click “Add” again if you want ]

to add an additional PST file, P ook s Fis
or click “Close” to go back to

Outlook 'E-mail  Data Files IRSS Feeds | SharePoint Lists | Internet Calendars | Published Calendars | Address Books |
I o Add... k? Settings... @ SetasDefaut X Remowe [T Open Folder...
MWarne | Filename: | Comment |
Mailbox - Chhum, Charlie X Mot available Defaul
Personal Folders Personal Folders{1}.pst in H:

Select a data file in the list, then click Settings for more details or click Open Folder ko display the Tell Me Mare. .. |
folder that contains the data file. To mowve or copy these files, you must first shut down Outlook,

I Close
A

T OCTIILAN L IS = VIS L

9. You should now see your
mapped PST file on the Mail
Folders in Outlook on the left
panel. Mail « ||

Favorite Folders & ||| searc

File Edit View Go Toals

A New - | dgi (33 X | i Reply

[ Inbox i200)
[ Sent Items

IM.]iI Folders I = ||[= o

2] Al Mail Tte ms | = ]
= 5t Mailbax - Chhum, Cha B
[ Citrix =)
(&) Deleted tems i3) fi
L7 Drafts [10] N
[ Inbox {200} [Received: Mon
[ INFO Subject: from 1
(2 Junk E-mail [Fowerraint doc
L—g e Size: 2 MB
L&) Outhox =W
L[ R3S Feeds R
[3 5coM = A
L= sent Items R
L& Search Folders =
=3 Persanal Falders P
,,,,, M Y=
|—] Mail -
=)
| Calendar F
=)
8=| contacts E
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1.6.GO System Log-off

It is very important to Log Off after using the GO system. Otherwise, the session will remain
open in the system, tying up servers and blocking access for others, and possibly compromising
security. There are two important steps to complete Log Off, as shown in Step 1 and Step 2
below. Always “Log Off”” using both of these two steps, in the order and the manner shown.

Steps Screen

1. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off
button in the Start
menu (lower left).

2. Second, to end your remote
session, click on the “Log
Off” button on the upper

right, as shown in the -
il

?
é

Select views Groups v

figure on the right.

A Applications (5}
-] e = b = jz
Always use the “Log Off”
b u tto n to te rm i n ate a‘ Hint: Unable ta find the resource you need? Use Search to locate i for you, ®

session.

-]
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Steps

Screen

3. The GO Home Page screen
shown here is displayed to
confirm the successful exit
from the GO system.

4. Close the GO Home Page,
by selecting “Close Tab”
from the File menu, or
clicking the X in the upper
right of the screen.

> Required System Setup

Read This First
¥ Check Your Connection Speed

In order to access this system you must read and accept the following
7+ Ninsk Moda system monltoring consent notice. Please use the scroll bar to the
> FAQ

¥ GO User Guides

U.S. Department of State

Global OpenNet

For help, please contact the [T

U.S. Department of State - Glohal Openblet

July 26, 2012
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1.7.Install Printing Software

1.7.1.Install Printing Software for Windows

After successfully logging into the GO system, you can then install the printing software. The
GO user can install printing software for Windows-based computers from the same “Required
System Setup” page. Printing software for Mac is discussed in Section 1.7.2.

Steps Screen

1. When you bring up p—
“Required System Setup” St / '\ U.S. Department of State
from the GO home page Global OpenNet

(http://GO.State.Gov), click
on “Install Printing > tome
Software” under the Gt AL Required System Setup

The Global OpenNet System requires the following settings / components:

Windows icon. * Sk ok R -
* FAQ Ensure TLS v1.0 is enabled in your browser (See "Global OpenNet

o -

Windows BMAC

For help, please contact the IT

Service Center (ITSC) at 1-877-

246-9493 if you need assistance @ Install Java @ Install Java

after you have completed the 2 @ Install Citrix Plug-In
installation steps as outlined in the ® Irdiol B ol ® incol bintina o

GO Quick Guide. nstall Printing Software nstall Printing Software

U.S. Department of State - Global Openhet

. J
2. When the “Do you want to ('File Download - Security Warning l‘
run or save this file?”
screen appears, first click on e T AL DA
“Save” and “SaV(? the _[d MName: ScrewDrivers Client v4 (ica only).msi
ScrewDrivers Client” to @ Type: Windows Installer Package, 1.37MB
your system locally, then From: go.state.gov

click on Run.

Bun ] [ Save ] L  Cancel

= - | While files from the Intemet can be useful, this file type can
\ r/ potentially ham your computer. If you do not trust the source, do not
= run or save this software. What's the risk?
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Steps

Screen

3. When the “Run - Don’t
Run” window displays,

click on the “Run” button.

Internet Explorer - Security Warning 5]

Do you want to run this software?

@ Mare gptions Bun I [ Don't Run

Name: ScrewDrivers Client v4 (ica only)

Publisher: Tricerat inc.

While files from the Internet can be useful, this file type can potentially harm
your computer, Only run software from publishers you trust. What's the risk?

clicking on the “Finish”
button.

6. After finishing the
installation successfully,
printing is enabled in the

4. The InsallShield Wizard 1) ScrewDrivers Client v (ica only) - InstaliShield Wizard = o e
will display a Progress Installing ScrewDrivers Client v4 (ica only) '
Screen . The program features you selected are being installed.
éﬂl Please wait while the InstallShield Wizard installs ScrewDrivers Client v4 {ica
y only). This may take several minutes.
Status:
— "— k|
InstallShield
5. Confirm the installation by 1) ScrewDrivers Client vd (ica only) - InstallShield Wizard =

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed ScrewDrivers
Client v4 {ica only). Click Finish to exit the wizard.

GO system from the
workstation.
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1.7.2.Install Printing Software for Macintosh

After successfully logging into the GO system, you can then install the printing software. The
GO user can install printing software for Macintosh computers from the same “Required System
Setup” page.

NOTE: For complete instructions on using a Mac system to access GO, click on the following
link: “GO User Guide for Mac™.

Steps

Screen

1.

When you bring up
“Required System Setup”
from the GO home page
(http://GO.State.Gov),
click on “Install Printing
Software” under the MAC
icon.

— Requu'ed System Setup

R c Your Connection Speed

U.S. Department of State

Global OpenNet

. The Global OpenNet System requires the following settings / components:

@ Ensure TLS v1.0 is enabled in your browser (See "Global OpenNet
EAQ")

@ Allow pop-ups from *.state.gov in your browser (See "Global
Openhet FAQ™)

@ Go User Guidas

0.... «..

For help, please contact the IT
Service Center (ITSC) at 1-877-
246-9493 if you need assistance
after you have completed the
installation steps as outlined in the
GO Quick Guide.

@ 1nstall Java @ [nstall Java
@ 1nstall Citrix Plug-In 9 i so:ln
9 1nstall Printing Software Install Printing Software

U.S. Department of State - Global OpenNet

\_ ”
1 — ScrewDrivers v4 Client Install
2. Pouble cllc_k on the ) (s BEE (oo a
Double Click to Install T
- B Maci Double Click to Install
box to install ol Hogp doe clopaa Wil
ScrewDrivers v4. S BN 7t
= for Mac ...nly).pkg Double clic & installer
Y PEIC:MW Doppio scatto da installare
4 mierrufing
;A_ Applicaticns
;"': Documnents
v z:t-nmou
1) Yesterday "
-“_ Past Week readme.txt Support | rriCerar Citrix Client
(8 Al images Downlaads
(] Mories
(& Al Documents
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Steps Screen

3 Cllck llContinuell tO L NaNe] « Install ScrewDrivers v4 Client
proceed beyond the Welcome to the ScrewDrivers v4 Client Installer
|I’1tr0dUCtI0n WlndOW SR Welcome to the ScrewDrivers v4 for Mac client installer.
® Read Me

@ License £
® DestinationSelaft
® Installation Ty:a're
@ Installation
.,,..I_.ﬂ:-s!‘f""“ma'\f' ".\'

'C_o Back J (_Continue )

anon ‘e Install ScrewDrivers v4 Client

4. Click "Continue™ again to
proceed beyond the Read
Me information window.

Important Information

ScrewDrivers v4 Client for Mac (ica only) README

@ Introduction
& Read Me

Requirements

* Intel based Mac running 10.5.x or 10.6.X.

® License 1 * Citrix Online plug-in (full or web only) 11.0,11.1,0r 11.2

L * ScrewDrivers 4.5.8.0 or higher, or Simplify Printing 5.3.1 or higher

® Destination Selgét
v

® Installagion Tyge ?;;g?;olfg

* Fixed error in preference pane log levels. Removed dead on date.

@ Installation
* Open beta

MSummary
il 11/06/2010
3 * Corrects issue where install_ica is not run during install, leaving the
SD plug-in not enabled.
* System PreferencePane for SD can enable/disable logging, repair
5D installs and detect install issues.
* Plug-in requires SD Server 4.5.6.66 or higher to build printers.
* Logging now requires an entry to the Modules file, not just the
existence of the log file. h
* Client has an expiration date of January 10, 2011 at 0:00 UTC "

( print... ) ( Save.. ) (" Go Back (" Continue )
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Steps Screen
5 Cllck "Contlnue" to fanon ‘s Install ScrewDrivers v4 Client
proceed beyond the End Software License Agreement
User License Agreement _ _ (English =)
. . & Introduction
InfOI’matlon_ B O END USER LICENSE AGREEMENT m
© License 4 IMPORTANT - READ CAREFULLY: BY DOWNLOADING,
o INSTALLING OR RECEIVING THIS SOFTWARE OR OTHER
® Destinatjon 59'?“ MATERIALS PROVIDED BY TRICERAT, INC. (“TRICERAT"), YOU
: ; ACKNOWLEDGE THAT YOU HAVE READ THIS END USER LICENSE
® Installagbn Tige AGREEMENT (“"AGREEMENT"), THAT YOU UNDERSTAND IT, AND
® Installation THAT YOU AGREE TO BE BOUND BY ITS TERMS. TRICERAT IS
WILLING TO LICENSE THE LICENSED TECHNOLOGY (AS DEFINED
e MAymmary HEREIN) TO YOU OR THE ENTITY FOR WHICH YOU ARE
| INSTALLING THIS SOFTWARE (“LICENSEE") ONLY UPON THE
u CONDITION THAT LICENSEE ACCEPTS ALL OF THE TERMS AND
CONDITIONS CONTAINED IN THIS AGREEMENT. IF LICENSEE
DOES NOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT, THEN LICENSEE SHOULD PROMPTLY EXIT THIS
PAGE WITHOUT DOWNLOADING, INSTALLING OR RECEIVING
| THE LICENSED TECHNOLOGY. !
'y
L Definitions. v
(" Print.. ) [ Save. ) (" GoBack | [ Continue )
n n H
6. Select "Agree" to affirm . Softa
} . To continue installing the software you must agree to the terms
Comp“ance with the of the software license agreement.
license agreement and . . - — . :
R . Click Agree to continue or click Disagree to cancel the installation
continue Wlth the and quit the Installer.
installation. e B K p I -
[ Read License ) | Disagree )} | Agree )
7 Cllck on "|nsta”" to [ ESNC] '« Install ScrewDrivers v4 Client
proceed with the Standard Install on “Macintosh HD”
installation.
© Introduction
& Read Me This will take 3.7 MB of space on your computer.
O License 4 Click Install to perform a standard installation of
® Destination Selkct this software for all users of this computer. All
s users of this computer will be able to use this
© Installation Type software.
® Installation
M Summary o =
R =
0 1
( GoBack | ( Install )
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Steps Screen

8. You will be prompted to

enter your password to ~ Typeyourp d to allow Installer to make
allow the Installer to I Wi
proceed. Enter password -
and click "OK." Name: | Username
Password:
P Details
@ (Ceance )| COKD)

0. |f SUCCGSSfU| the Window ano = Install ScrewDrivers v4 Client

shown here will d|sp|ay The installation was completed successfully.
Click "Close" to complete
the installation.

ScrewDrivers v4 for Mac is now installed. If you are running Citrix 11.2
and have added desktops via Dazzle, you must remove and re-add
those desktops to enable ScrewDrivers. Published applications and
desktops accessed via the web interface are enabled at the next logon.

& Introduction
© Read Me

© License 4
© Destination Se!_e’ct
@ Installation Type

© Installation

[ -

July 26, 2012 28  Quick Guide — Accessing GO with an RSA Soft Token




	Accessing GO With an RSA Soft Token
	1.1. GO System Access and Setup
	1.2. Log In With an RSA Soft Token (On Your BlackBerry)
	1.2.1. Installing an RSA Soft Token on Your BlackBerry
	1.2.2. Creating your RSA Soft Token PIN

	1.3. Completing Access to GO with Your RSA Soft Token
	1.4. Mapping a Network Drive
	1.5. Connecting to a PST File
	1.6. GO System Log-off
	1.7. Install Printing Software
	1.7.1. Install Printing Software for Windows
	1.7.2. Install Printing Software for Macintosh



